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What do I do if I have been
a 
victim of smishing?

All users are at risk of falling victim to smishing. If you think you may have fallen for this 
type of scam, it is important that you take action as soon as possible through a series of 
measures:


Identify what information 
you have put at risk in this 
scam.

Remove any content you 
have downloaded from links 
or attachments from your 
device.

Enable two-step 
verification to prevent 
account access and 
identity theft.

Contact the impersonated 
company/institution or your 
banking institution.

Scan your phone with an 
antivirus to look for any 
signs of hacking.

Change the passwords 
of all accounts that may 
have been affected.

Block your bank card if 
you think it may have been 
threatened and cancel any 
unauthorised payments 
that have been executed.

Gather as much evidence 
as possible and report the 
incident to the State 
Security Forces and Corps.
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